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What are the new trends with
our children?

oSafe



{9 Online Safety at Home

. Behaviour
Enjoyment .. Awareness
Communication

Consequences
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Pathways: How

New research shows
child accounts
directly targeted with
graphic content
within as little as 24
hours of creating an
online social media

New Online

Harms Laws

Through “ REPORT
HARMFUL

Impartial di CONTENT 'ine harm

du ring a glic reportharmfulcontent.com

#SafeOnline

e Milestone Online Safety Bill will help safeguard
young people and clamp down on racist abuse online

¢ Bill to be published today includes new measures to
uphold democratic debate online

o Financial fraud on social media and dating apps
included to protect people from romance scams and
fake investment opportunities

account

New internet laws will be published today in the draft
Online Safety Bill to protect children online and tackle
some of the worst abuses on social media, including
racist hate crimes

[
& FOUNDATION

https://swdgfl.org.uk/assets/documents/through-these-
walls-rhc-annual-report-2021.pdf



https://swgfl.org.uk/assets/documents/through-these-walls-rhc-annual-report-2021.pdf

{2 What can you do at home?




How can we ensure we are
safeguarding our students
effectively?

oSafe



{9 How safe?

. Rec Room
Discord
Iktok
Whats App Monkey Tikto Dreame - Lovers  Only Fans

o @

=)
Snapchat Instagram




common)sense 2 YouTube -

media

Safety features Privacy & location Reporting & blocking Content

d




@ Gaming — Pegi ratings




Gaming — Pegi ratings

e




{9 Fortnite - 12 years old
Don't just take the age rating

Already Reloading

rds121

https://www.saferinternet.org.uk/blog/parents-guide-fortnite-
battle-royale

Top chat ~

® 0OCOCO0O0®D ¢COD

D

sex
Lyns vills Darimbang sex
Daniel Mayoral Ortega m

Hello_BrO _laM_THE_B0oSS sexnxx

77777777777777777777
77777777777777777777
sex

Lyns vills Darimbang sex
Aleks - Cola ninja
OhhSwervee sex
OhhSwervee Ninja is gayy
Angela Bell yas

Hello_BrO _laM_THE_BoSS sex

xKRONxAxTHONx Anyone mind subbing to me! Id
love you forever haha.

ipwndaworld

Say something



https://www.saferinternet.org.uk/blog/parents-guide-fortnite-battle-royale

@ Gaming — Reality

What is the average age of male gamers? A)32B)18C) 13
What is the average age of female gamers? A) 36 B) 22 C) 15
How many hours do you have to play in order to get the best team in Fifa? A) 22K B) 18K C) 35K

Or How much money do you have to spend to get the best team? A) S8k B) S10k C) S4k




Yandere

Personality

Sad
Manly

Evil
Funny
Sporty
Psycho

Kuudere

Angry
Girly
Annoying
Smart

Afraid

Tipsy

Sadist

Calm
Arrogant
Caring
Nervous
Creepy

Edgy

Masochist

Clumsy

Childish

Flirty

Jealous

Lovey
Dovey

Memey

Unknown
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Subnautica "
EQ =
Community for all things subnautical!

Wednesday, January 04, 2017 Y

Anyone know why the loader animation in Overwatch was
Lirik reverted? Is it only on console? | swore | saw the new one. @ A
e #addons
Avalonstar 9:36AM #admin:
/iwe;OTnESS ﬂ | didn't notice anything different. You should definitely check “ad A
= out the changes they made to Mei though! 3 %3 1]

Subnautica
™ - Lobby

Overwatch

Zanana ‘
Summit1G Z Offtopic

Mina Chat room
Bajheera

CoolCatz

World of Warcraft WinMAn

Felipe / - Playing World of Warcraft
Overwatch Shark 10:01AM Morpheu‘s{ ! .
Playing World of Warcraft >

You guys should check out this group | joined recently, especially if =
you like to talk about awesome games.@ \

»| Calcifer

7 scotthdz

g what




{2 Gaming Culture: Roblox / Rec Room

SURUKE

.
‘. ‘.

@ @ The Clown
Killings Reborn

Made B 123456780vs

Granny Survive and Kill Granny UPDATE Murder Mystery b 65% & 1.5K
the Killers in 2

A 66% S 51K A 87% S 3.4K % 82% & SK % 93% & 16.2K




o StrangerMeetup

&} omesgle

Kate 1:35pm
USA

Kate 1:35pm
llikebl_ ., 12

Kate 1:35pm
You know what?

Kate 1:35pm
find me on ss:

< Search

<

@nathanandgrace

Olomegle videos the omegle vids are never
gonna get old #nathanandgrace #relationship

#omegleprank

JJ race original sound - nath

) TalkwithStranger!

hi:) 1:39PM
WOow nice

hi:) 1:35PM
what
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TikTok

Privacy & Safety Checklist

https://www.childnet.com/blog/advice-for-parents-what-to-
do-if-your-child-sees-something-upsetting-online

https://www.thinkuknow.co.uk/parents/articles/what-to-do-if-
your-child-has-seen-something-inappropriate-online/



https://www.childnet.com/blog/advice-for-parents-what-to-do-if-your-child-sees-something-upsetting-online
https://www.thinkuknow.co.uk/parents/articles/what-to-do-if-your-child-has-seen-something-inappropriate-online/

@nl mel-
RICH LIST




{9 stranger Danger - IMVU
» |nappropriate chats

° Groomlng B S ACE RN L
» Sexualisation

» Avatar based social media SRS It °""ec§gdwg';;3;

millions o ers aro

« Age rating of 13

« Between 13-17 — Minor account

d AT
OoOR

CONTINUE WITH APPLE

CONTINUE WITH FACEBOOK

*If you are adult (18 or older), you must represent yourself as
an adult.

*If you are a minor (13 to 17), you must represent yourself to




{9 What is beauty?

e Get your girls to think about
what defines beauty?

* How do they want others to
see them?

* How do they see themselves?




{9 Body Image



https://www.youtube.com/watch?v=iYhCn0jf46U

{9 What is beauty?




Stranger Danger — What's App 16+

* New features
» Age rating

* End to end encryption

IMPORTANT: WhatsApp has changed group settings to
include “"everyone” by default so people you don’t know
can add you to a group without you knowing. This can
include scam messages, fraudsters etc. To stop this you
can change your default settings as follows:

1. Go to WhatsApp:

2. Go into Settings

3. Go to Account

4. Go to Privacy

5. Go to Groups
6. Change setting from (Everyone) to (My Contacts)

EDIT— I'm no tech expert, make of it what you will, this
info is on several FB pages/forums if you want to look
into for yourself. The choice to change it, or not, is
completely yours.
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=2 Social Media - Instagram

* Report

* Digital resilience

» Features of the app
* Personal information
* Privacy Settings

* Critical thinking

y N
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= Social Media — Snapchat

* Report

» Digital resilience

 Features of the app Sa—
ity &8 Dyl I b

. ) et of syber

« Personal information bty

» Strangers - Settings

What do you have a concern about?

(@ A Snap or Chat I've received
) A Story | viewed
() A Snapchat account

) I think my account was hacked

What is your concern with this content?

() It contained nudity

O It bullied me

() It was a threat

() It contained illegal activity

1 didn't want to see it




{9 Hashtags - Social Media <'|3.|.:

What are # used for in social
Media”?




{9 Hashtags - Social Media 13+

CHILD RESCUE
COALITION

Predator-Attracting Hashtags

As parents, it is our responsibility 1o keep our children out of harm’s way. However,
with the expansion of the internet and digital technologies this responsibility has
become even more challenging. Child Rescue Coadlition has compiled a list of
hashtags to avoid as you post images of yvour children on social media. To leamn

more about Child Rescue Codlition, visit www.childrescuecodlition.org.

#kidsbathroom #babykini
#kidsbedroom #bikinikidsmodeling
#childbath #bikinikidslovers
#hathchild #kidbikini
#bathtimefun #kidbikinis
#splishsplash #toddlerbikini
#sinkbath #toddlerbikinis
#cleanbabies #toddlerbikinisrule
#bathtime #toilettraining
#kidsbathtime #pofttytraining4kids

#kidsbathtub #pofttytrainingguide




{9 Social Media - Digital Reputation
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Social Media- Digital Reputation

FOOTBALL

UNIVERSITY WITHDRAWS OFFER FOR
STUDENT OVER RACIST SNAPCHAT

A university has withdrawn an offer to a student following racist abuse
towards England players after the Euro 2020 final. Video footage from a
Snapchat group chat circulated on Instagram, with one individual heard
using racist language towards Marcus Rashford, Jadon Sancho and
Bukayo Saka, who each missed penalties in the shootout at Wembley.
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=2 Digital Reputation

Kat Howard — Where you live
Kat Howard — Hobbies
Kat Howard — Where you work

_ .
- =




Digital Reputation © Rhranet

10w about all the
eck is to use
your tIIT'I"-' .JI"I|II"I|'" to get
promote all the great things

Search yourself online

Do you know what is online about gg.-'rJ u? It's

'u.-r1u’ Set up I-w-':mr_;le H.Ir-'rt., - \'.I"IF‘I"' :,'-':;u .'uII rer /& an ema 'tIIT'I"-' :,'-'Jur name :puﬂ-aru ina Go r1-::|lr-'
5 result. Remember: if your Instagram or Twitter pages appear you can change this by adjusting
your privacy settings.

Check your privacy settings
Make sure you information :,"':JIJ are sharing on the platforms you use, in particular social
networking social netwaork 5 vacy settin 3 help you manage the content you
decide if you want your to be shared with all your online

followers, oras st of fo ers or the public. Keep in mind that your friend's content and their

o affect your digital footprint; remember you're only as private as your most public friend!
H a look at www.saferinternet.org.uk/safety-tools to learn about how to set up privacy settings on
your account.

Y ) ) # .
yourself if you would be happy for that same friend to post a photo like that of you. Even if a service states
that once you post a photo it will disappear after a certain period of time, once something is online it could
potentially be there forever!

If you stop using a social media account it's a good idea to deactivate or delete your aceo
unt means that you can still ac he content posted for a p

through a search engine, and it will remowve the risk of these accounts héur‘1g hacked wuthuul you knowing.




Further Resources

oSafe



{9 Kids Search Engine - Swiggle.org.uk

l .| I'm the SwiggleBort, here
to help you find what
you are looking for!

Search the Internet

Powered by Google Custom Search

£ Gooéle Play



72 Trends — Streaming Services

prime

e N .VVTV

)

Introduction to
Disney+ Watch Introduction to Disney+ Parental

Controls | Full movie | Disney+

Parental Controls JEESEEE



https://www.disneyplus.com/en-gb/movies/introduction-to-disney-parental-controls/3or6uJZL87oj?cid=dss-Disneyplus-email-IS7K8JGS6I-20210310_UK_PC-2021_3_10-sfmc-7577--uk-en_gb-112245-false-null-N86ICP3S6B

=2 Trends — Google Family Link

n e : FECh N RABER . 30 O w1115

< Logan < Logan $

(€ MORE

DAILY LIMIT BEDTIME

App activity - Last 7 days

Q YouTube Kids Not scheduled . a Logan's Device

Last online today

: ; S No limit
L ﬁ hill Rush Racin :
oy  Uphill Rush Racing 28 SETTINGS  RING DEVICE
A el
o -
- ;
i FEpic Skater 2im . Help & feedback
’ 3 hr
MORE m 3 hr Having trouble with Family Link or Logan’s
Google experience? Find out what you can do.
0 3 hr Today
SEE OPTIONS
Screen time * Logan's Device
. ° 3 hr
Device unlocked
Privacy
S No limit
¢ Bedtime
None: 9 Review the privacy practices for Logan's
o Devices will lock when time is up. Calls will be allowed, in account.
@ Daily limit case Logan needs to reach you.
None

PRIVACY NOTICE
More about screen time




{9 Privacy and Safety - Social Media

d

TikTok

Privacy & Safety Checklist




{9 Body Image 9-14 years

Body image and advertising guide for
parents

A guide for parents to help their children navigate body
Images issues and the impact of advertising.

https://www.mentallyhealthyschools.org.uk/resources/body-
image-and-advertising-guide-for-

A parents/?page=1&IssuePageld=3810



https://www.mentallyhealthyschools.org.uk/resources/body-image-and-advertising-guide-for-parents/?page=1&IssuePageId=3810

=2 Guided Access

& Screen pinning (7]

Settings

Accessibility Q_  Search settings
Switch Control )

Network & Internet

Voice Control
loice Control ' Wi-Fi, mobile, data usage, hotspot

Notifications

on R J
°

Side Button Ask for PIN before unpinning

Sounds & Haptics Connected devices
@ °

Apple TV Remote Bluetooth, Cast, NFC

Do Not Disturb
Keyboards
Apps & notifications

AirPods Permissions, default apps

Screen Time

e
at
B

a Security & location
Play Protect, screen lock, fingerprint

Hearing Devices

Spark RTT/TTY u Display
10 Wallpaper, sleep, font size
5 Audio/Visual
) Sound
Airtable Safari Volume, vibration, Do Not Disturb
== Storage

56% used - 14.22 GB free

Music

. @ .
= =& Passcode
1Password

Emergency SOS

LY Y H-

ﬂ Security & location
Play Protect, screen lock, fingerprint

d (©) 0




@ Resources — Vodaphone Digital Parenting




(@) IWF

Invterret

IWF — Home truths campaign e

Foundathon

#HomeTruths

-

WHAT CAN PARENTS
AND CARERS DO?

Talk to your Child about onling Agrea grownd rules aboaut the way Learn about the platforms and apps  Know how 1o use ioods, apps and
il | irt th wersation  you use technalogy as a family, chilkd 1o Take an interast in setings that can hedp 10 keep your
and listen 1o heir concerns thair amlire lite child safe onli

==



@ G am | N g Nintendo 305

Gaming consoles &
Platforms

If your child is a keen gamer and uses a range of consoles or devices to play the
latest games, take a look at our list of consoles, platforms and gaming apps
parental control how-to guides to get up to speed on how to set the right level

of protection to give them a fun and safe experience.

https://www.internetmatters.org/parental-controls/gaming-

consoles/



https://www.internetmatters.org/parental-controls/gaming-consoles/

{2 Gaming

Xbox One

Controls & Settings guide

Parental Controls for Xbox One X and Xbox One S can be set for each of your \N X-BOX O N e /\

children’s individual profiles, allowing you to prevent unauthorised purchases,

ensuring your children only access age-appropriate content and restrict the

ability to chat to strangers online. ﬁ X-BOX O N —
) =i
DOWNLOAD PDF E-EMAIL ME PDF

https://www.internetmatters.org/parental-controls/gaming-
consoles/xbox-one-and-xbox-one-s-guide/



https://www.internetmatters.org/parental-controls/gaming-consoles/xbox-one-and-xbox-one-s-guide/

{9 You tube for kids

Fun on every screen
Enjoy YouTube Kids on mobile, desktop, and Smart
TVs

Create individual profiles as unique as
your kids
With personalized content selections and settings

Choose a content level based on your kid's YouTube Kids has a much smaller set of content available than
age

, YouTube's main app and website. We work hard to keep videos on
Select a preferred experience for ages 4 and under, ) . . . )
57 or 812 YouTube Kids family-friendly and use a mix of automated filters built
by our engineering teams, human review, and feedback from parents

. to protect our community. But not all videos have been manually
Or approve what your kids can watch

Handpick and approve videos, channels, or
collections flag it for fast review. This makes the app better for everyone.

reviewed. If you find something inappropriate that we missed, you can

Set screen time limits, block videos, and
more

Parental controls to manage your family’s

https://www.youtube.com/myfamily/?gclid=EAlalQobChMI4IjT-
Ovh8AIVWVhRCh3cbQt1EAAYASAAEgKtT D BwE&gclsrc=aw.ds



https://www.youtube.com/myfamily/?gclid=EAIaIQobChMI4IjT-Ovh8AIVWvhRCh3cbQt1EAAYASAAEgKtT_D_BwE&gclsrc=aw.ds

e

Create a supervised Google Account for

your child to use YouTube

Link your child’s account to your own account to Works with Google's Family Link parental
p . controls app

manage the experience
g o Access more parental controls for YouTube such as

.
o screen timers

Choose from three content settings
Generally aligns with content ratings by age, starting

at 9+
YouTube (parent supervised experience) contains a vast number of
videos and is significantly larger than our separate YouTube Kids app.
R Before they explore, help them become Our systems work hard to prevent inappropriate content, but are not
Repliring safe, prepared users of YouTube perfect and will make mistakes. Some videos may be unsuitable for
Confidently Download and review our guide to start the family

kids. If you prefer a more limited experience for your child, YouTube
Kids may be a better option.

conversation

Limited features available in our beta
experience

We continue to work with parents and industry

-

https://www.youtube.com/myfamily/?gclid=EAlalQobChMI4IjT-
Ovh8AIVWVhRCh3cbQt1EAAYASAAEgKtT D BwE&gclsrc=aw.ds



https://www.youtube.com/myfamily/?gclid=EAIaIQobChMI4IjT-Ovh8AIVWvhRCh3cbQt1EAAYASAAEgKtT_D_BwE&gclsrc=aw.ds

Report Advice Cymraeg

Helping everyone to report harmful content online

A0 LE®O

Threats Impersonation Bullying and Self-harm or Online Abuse Violent Content Unwanted Sexual Pornographic
Harassment Suicide Content Advances Content

=

Are you a young person under the age of 18?




@ Report Remove
HOW TO GET JOUR IMAGE REMOVED

If you're under 16 and a nude image or video of you has been shared online, you can

report it and to be removed from the internet. You'll need to: R E P@RT

® Select your age and follow the steps below.

¢ Create a Childline account so we can send you updates on your report. R E M 0 i E

® Report your image or video to the Internet Watch Foundation (IWF).

Nude image of you online?
We can help take it down.

To help you get your image removed we need to know how old you are.
Please select your age using one of the buttons below.

Under 13 years old 13-15 years old 16-17 years old
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For further information contact

Kat Howard
Tel: 07734 214 090
Email: katherineh@esafeglobal.com

REAL INTELLIGENCE
REAL PROTECTION



